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16.3. Example procedures for registration of SSL/TLS certificates

To use SSL/TLS communications (HTTPS), you must configure seftings for the use of either a self-signed certi-

ficate or CA-signed certificate beforehand. The following shows the procedure for each.

16.3.1. Using a self-signed certificate

1. Create a certificate for the printer.
Access the printer's IP address from the browser (in this procedure: http:/192 168.1.81), and then log in with
root privileges.

Home | Home
> Homa
Display Status Device Information
2 Device Status
System Access MAC Address :
£ Login S 00:11:62:00:08:A8
Clone MAC Address ;

Manual (Invaiid)
> Online Manual ‘

Firmware Version

Enter the following user name and password, and then click [OK].
User name: "root", password: "public” (factory-set)

Sign in

hitp://192.168.1.B1

Your connection to this site 15 not private

Usemame | rool

Password sasaw

Click [SSL/TLS].
Click [Create Self-Signed Certificate].

Haod | ssL/TLs
>Home

Network .

Configuration SSL/TLS Setting

> IP Paramelers

¥ System Configuration @ AT ’E
reate -Sign ertificate
*Change Password 2 | "

igiid Services

*Set Default

Display Status
> Device Status

System Access
¥ Logout

After entering each item in the "Self-Signed Certificate" fields and clicking [Create], a certificate is created in

the printer. For “Domain”, enter the printer IP address (static value).* The screen below shows an example

of input.
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Home
»Home

Network
Configuration
*IF Porameters
2 Systein Configuration
»Change Password
#Star Cloud Services

> Miscollaneous

*Save

¥Set Default
Display Status

¥Device Status
System Access

*Logout

Manual
»Online Manual

The following screen appears when you successfully create a cettificate.

Home
> Home

Network
Configuration
» 1P Parameters
* System Configuration
3 Change Password
¥ Star Cloud Services

* Miscellaneous

> Set Default

| Seif-Signed Certificate

Country Name (2 letter code)

e

State or Province Name

Shizuoka

Locally Name (;

Shizucka
Organization Name (egq, company)

Star Micronics

Software Dev.

Domain

192.166.1.81

Expiration Date (eg, YYYY/MM/DD)

Organization Unit Name (eg, section}

| Create Self-Signed

delete

Certificate OK.

Please execute "Save” menu If these settings are corract.

Return to Provious page <SSL/TLS Setting>
(Don't use "Back” button of browser to return.)

2. Enable the printer self-signed certificate setting.
Click [SSL/TLS]. Click [SSL/TLS Setting].

Home
»Home

Network
Configuration
¥ 1P Parameters
> System Configuration
* Change Password

* Misce
> Save
» Set Default
Display Status

% Device Status
System Access
2 Logout

| ssL/TLs

| SSL/TLS Setting

| Create Seif-Signed Cartificate
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For “Certificate”, select "Self-Signed” and click [Submit].

Home | SSL/TLS Setting
»Home

Network Certificate

Configuration

2 IP Parameters
»System Configuration
*Change Password
>Star Cloud Services

cancel

— e
¥Miscellaneous
>Save

*Set Default

The following information is displayed. Check that “Certificate” is “Self-Signed”.

Home | SSL/TLS is accepted!
>Home

Network Certificate ;

Configuration Seff-Signed
* [P Parameters

»System Configuration [
> Change Password
» Star Cloud Services Return to Previous page <SSL/TLS Setting>
;ﬁ”‘ T | {Don't use "Back™ button of browser to return.)
';::;!:;{ﬁllanews
*Save

» Set Default

Please a(ecutC_S@nenu if these settings are correct.

Click [Save]. On the save screen, select "Save — Configuration printing — Restart device" and then click
[Execute]. The printer prints the settings information. Check that the settings are those shown below.

- Self-Signed Certificate: Exist

- Certificate: Self-Signed

Home | save

>Home
Network ve —* Configuration printing —» Restart device
Configuration

» IP Pararneters © Save — Restart device

3 Systemn Configuration

*Star Cloud Services

*SSUILS

? Miscellaneous

» Set Default

Creation of the printer self-signed certificates is completed.
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3. Importing a certificate to the web browser
Import the certificate that was created in NIC to the web browser of the client device.

Rev 1.04

B Windows device (example shows Windows 7)

Click [SSL/TLS]. Click [Create Self-Signed Certificate].

Home I SSL/TLS
¥Home
Network
Configuration SSL/TLS Setting
* IP Parameters
# System Configuration
( Cre f-Signed Certificate
* Change Password st

Import CA-Signed Certificate

* Set Default

Display Status
* Device Status

System Access
¥ Logout

Click [Download] and save a certificate file (name is not prescribed) to any place in Windows.
(In this example procedure, the file is saved with the name “StarCertificate.cer”.

Hpan | self-Signed Certificate
* Home

Network Country Mame {2 letter codd)

Configuration

*IP Pararebers

*System Corprbion

*Change Paasword State or Provincs Name

Locally Name {eg, city)

350t Defait

Display Status T

S Tuvics Stahs Organization Name (eg, company)
System Access

¥Lopouk

Organization Unit Name {eg, section}

Manual

¥ Onkows M

Expiration Date (eg, YYYY/KM/DD)

o ()

On the client device, double-click the saved certificate file and click [Open].

Do you want to open or save this file7?
| et | Name. StarCertificate.cer
g Type: Security Certificate, 1001 bytes
From: 192168108
G 2 sme | [ Coed ]

While files from the intemet can be useful, this fle type can
pebentially hamn your computer. ¥ you do not frusit the scurce, do not
open or save this software. What s the dek7

R
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Click [Install Certificate. ..

1

N |
h& Certificate Information

This CA Rost certificate s not trusted. To enabie trust,
#tifi the Trested

Authorities store.

Tsswed o 192.166.1.81

Tsswed by: 192 18B181

Velid from 13/ 34/ 2014 to 12/ 3 7

Wizard

Welcome to the Certificate Import

terglieaie store.

ets, and cotAcute revacation et from yaur dek fo 3

& carificate, which ie e by 3 cariication sthorty, &
femation

teruicatés e kot
Te conme, cick Next.

canracton. A CeURCRE 508 it dysten dnk where

3]
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Click [Next].

lotaten fr

selecta cor
the cartificate.
& ‘welect the certfe type of carbicate
i ace o certificates in the Followng store
Trissted Aot CertBcation Authoribes m
Leam mare aboot cxvificain sires

Completing the Certificate Import
Wizard

The certheats vl be imported sfer you ditk Pirish.

&

Secunty War.u.ing R

Click [Yes] when the following message appears.

7'\

You ate about to install 2 certificale from a certification authonity (CA)
claiming to represent:

192.168.1.81
Windows cannot validate that the certificate s actually from

*192.168.1.175". You should confirm its origin by contacting
"192.168.1175". The following number will assist you in this process:

Thumbpnnt {shal }: 6E948E1F 1653569 FSBB4303 98455088 7284441

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. i you click "Yes” you acknowledge this
risk.

Do you want ta install this certificate?
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Click [OK] to close. The procedure is completed.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authaorities store. !

Issued to: 192.168.151

Issued by: 192168181

Vabd from 12/ 31/ 3014 Yo 12/ 3y 2017

fostei Cortficate. ] | ";«ﬂ“:’j‘.'f“”".

Tumn the printer power ON again. It is now possible to access the printer web screen using an address starting
with "https://”.
& C | & Secure | https://192.168.1.81/html/ssltls_cgi

I | Learn more about ceriificates

However, depending on the client device environment, you may need to add the address as a "Trusted
sites". (Fcr example, combination of Windows 10 + Microsoft Edge)
— See “16.3.3. Additional information”.

[Reference information]
When importing a certificate file to the web browser with Windows 8/8.1/10, you must activate certificate manager,
"certmgr.msc" in Windows administrative tools, and then perform the following procedure.

- Select "Trusted Root Certification Authorities” and then [Certificate].
- Select [All tasks] and then [Import] from the "Operation Menu".
- Import a self-signed certificate using the import certificate wizard.

- Make sure you import the certificate by referring to "Trusted Root Certification Authorities" and then [Certificate].
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